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Safend Protector 3.3

Virtual Volume Encryption
Feature Description

1. Overview

Safend Protector version 3.3 broadens the product's encryption capabilities by
including a new mode of encryption — Virtual Volume Encryption. This new feature is
added to Safend Protector's removable storage encryption to provide end users with
the ability to encrypt data on CD/DVD media and external hard drives. It also
enables them to selectively encrypt data on their internal hard drives.

As in the case of all of Safend Protector's encryption features, Virtual Volume
Encryption uses the FIPS approved AES with a 256-bit key.

2. What Is an Encrypted Volume?

An encrypted volume is a container into which files and folders are added when the
end user wants - or is obligated - to encrypt them. It is created through use of a
simple wizard, and once its creation is completed files can be added to it or removed
from it (in much the same way files are added to or removed from a compressed
archive). Any file or folder subsequently residing in this volume is encrypted.

3. Creating and Using an Encrypted Volume

The Encrypted Volume creation wizard enables you to set the destination file, name
and required size of the volume, as shown in the following screen capture:
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4 Create Encrypted Volume

Please specify a Folder in which vour encrypred wvolume file wil
be created:

I C:iMy Docs

Set the Following properties For your encrypred volume File:

Yolurne Label: IMyanume
Required size: |1|:||:| IMB vl

Moke: Make sure to set a size sufficient For yvour files, You
cannok change the size of the wolume once it is created,

ﬁ Click Mexk to conkinue,

= Bacl | Mext = | Cancel |

Once the required parameters have been set creation of the volume is performed.
The encryption procedure creates new files in the destination folder, as shown in the
following screen capture:

) New Folder E]@

File Edit Wiew Favorites Tools  Help -:,'
) ) @) =
) Back </ lm: p Search W= Folders
Address |@ C:iDocuments and SettingsiEli\DeskiopiMew Folder M G
Mame Size | Type Date Modified
File and Folder Tasks AP Myiolume.010010.sky 1KE Y File 23-May-07 21:16
9 Make a new Folder L Myvolume, 010010 s+l 100ME  SWL File 23-May-07 21:16
QOFfIineAccessUtility.exe 638 KB Application 18-Sep-06 18:28

@ Publish this Folder to the
e

=4 Share this folder

b

Other Places

@ Deskiop

@ My Docurments
i My Computer
& My Hetwork Flaces

<«

Details

S objects 655 KB :} MMy Computer

The following are the newly created files:

e The Encrypted Volume file (*.svl) - this is the virtual volume into which
files that require encryption are added.

e The Key file (*.sky) - this file must always be kept and copied together with
the Encrypted Volume file in order to read and edit the encrypted volume.

e The Offline Access Utility file (OfflineAccessUtility.exe) - this program
enables authorized end users to access the Encrypted Volume on non-
organizational computers.
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4. Populating and Editing the Encrypted Volume

Files can be added to - or removed from - the Encrypted Volume by clicking the
Open Volume button in the wizard step shown in the following screen capture:

< Create Encrypted Volume: I\ (MyVolume)

Caongratulations, Your encrypted vaolume is now ready For use.

For wour convenience, the volume has been automatically
maounted as a drive on your system and is now accessible,

Press this button in order to add the files you wish ko secure to
the encrypted wolume,

Wolume:  Mybolume (1)

Once finished, close the wolume window, and click MNext to
automatically unmount wour wolume,

*®

< Back | Mext = I Cancel |

When the volume is open, files can be copied to it or removed from it as in any other
volume or folder, through Windows Explorer.

Alternatively, you can open the volume at any later time by simply double-clicking
the *.svl file, and then adding or removing files as explained above.

5. Using an Encrypted Volume

Once an encrypted volume has been created and the required files added, it can be
used to meet several needs:
e Burning the Encrypted Volume to a CD/DVD - this option can be enforced
through the end user's policy so that he cannot burn files other than
encrypted volumes to a CD/DVD medium. In this case, if the user tries to
burn unencrypted data to a CD/DVD the following message appears on his
screen:

SAFENDPROTECTOR™

A CO/DVD burning atternpt was blocked:

Port:

Type: DV CD-ROM drives

Mame: CL-RoM Drive f HL-DT-ST CD-RW SCE

Cormpany policy requires files burned to

@ CO/DYD media to be encrypted, Encrypt
vour files before trying to burn them
again.

Encrypt Yolure
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e Copying the Encrypted Volume to an external hard drive

e Leaving the Encrypted Volume as a container on the end-user's internal
hard drive to be used for securing his folders and files.

The copying of encrypted volumes to external media and blocking of unencrypted
data can be logged so as to provide an audit trail.

6. Offline Access to an Encrypted Volume

The user's policy may allow access to the encrypted volume on non-organizational
computers. In this case, the encrypted volume creation wizard allows the user to set
an offline access password and provides her with a utility which will enable
decryption of the volume using the password”.
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